Are you at risk of
breaking the law?

- Espionage against Danish research



The espionage threat

Denmark is among the world leaders
within a number of areas, which means
that Danish research institutions and
tfech companies are attractive espio-
nage targets for foreign states. PET
assesses that foreign non-like-minded
states are particularly interested in
Danish research and innovation within
guantum technology, biotechnology,
energy technology, Al, space technaolo-
gy and robofics.

Foreign intelligence services have a
long history of exploiting the open aca-

demic system fo build networks of con-
fidential contacts and sources. PET as-
sesses that foreign intelligence services
are actively attempting to build con-
tacts within research communities in
Denmark.

In Denmark, the transfer of various
types of knowledge, technology and
know-how is considered unwanted.
Much of this transfer is not regulated
by provisions in the Danish Criminal
Code, but it is unwanted out of consid-
eration for the security political inter-
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ests of Denmark and its allied. It is al-

ways a good idea to familiarize your-
self with your institution's guidelines.
This guide only describes situations
covered by the Danish Criminal Code,
i.e. illegal transfer of knowledge.

Researchers, administrative staff and
management are all obvious targets,
and it is therefare important that you
are aware of whom you share informa-
fion with as you risk breaking Danish
law. This applies regardless of whether
your contact with foreign states takes
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place through your research, or you are
a foreign researcher in Denmark.

It is possible to obtain further advice on
how to handle the espionage threat
from the local security organization at
your research institution. If you suspect
that or are in doubt as to whether
someone is seeking to exploit your
knowledge, you should confact PET on
pet@pet.dk or your local security or-
ganization.
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Can it affect you?

If you either work for or in any other
way assist a foreign state with clandes-
finely obtaining information concerning
Denmark or Danish interests, you may
be punished for being involved in espi-
onage activities. This also applies if
you, as a foreign citizen, collaborate
with your native country in this way.

Espionage is a violation of Sections 107
and 108 of the Danish Criminal Code.

The provisions of the Danish Criminal
Code covering espionage include not

only the callection and transfer of state
and military secrets, but also other in-
formation concerning, for example,
frade policies and supply-related mat-
ters, critical technologies, critical infra-
structure and information on specific
individuals.

Depending on the circumstances, other
types of assistance may also be cov-
ered by the espionage provisions. For
example, if you act as infermediary on
behalf of a foreign intelligence service
by establishing contact with someone
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THE ESPIONAGE PROVISIONS OF THE DANISH CRIMINAL CODE

§ 107. Any person who, being in the
service of any foreign power
or organization or for the use
of persons engaged in such
service, inquires into or gives
information on matters which
should be kept secret for rea-
sons of state ar public inter-
ests in Denmark shall, wheth-
er or not the infarmation is
correct, be guilty of espio-
nage and liable to imprison-
ment for any term nof ex-
ceeding 16 years.

Subsection (2). If the information is
of the nature indicated in Sec-
fion 109 of this Act, or if the
act is committed in time of
war or enemy occupation, the
penalty may be increased to
imprisonment for life.

whom the foreign state is inferested in,
renting accommodation (cover address)
or buying a mobile phone.

It does not matter if the transfer or as-
sistance takes place regularly oritis a
one-off occurrence. However, this may
play a role in connection with the sub-
sequent senfencing.
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§ 108. Any person who, by any act ather

than those covered by Section 107 of
this Act, enables or assists the intelli-
gence service of a foreign state to op-
erate directly or indirectly within the
territory of the Danish state, including
collusion to carry out interference ac-
tivities aimed at affecting decision-
making or public opinion formation,
shall be liable to imprisonment for a
term not exceeding six years.

Subsection (2). If the information concerns

military affairs or if the act is commit-
ted during war or enemy occupation,
the penalty may be increased fo im-
prisonment for a ferm not exceeding
12 years. The same applies if the in-
terference activities under subsection
(1) are carried out in connection with
the elections and referendums cov-
ered by section 116.

It should also be noted that not only in-
telligence services are covered by the
espionage provisions. Espionage car-
ried out on behalf of other foreign au-
tharities and organizations may also be
a punishable offence, if the collection of
information takes place clandestinely
on behalf of a foreign state.



If you work with dual-
use technology efc.

If you work with products and technal-
ogies that can be used in both a mili-
fary and civilian context (dual use), you
should be aware of the current export
control regulations. Among other

things, they include sensars and lasers,

programs and software and products
that can be used for manufacturing
weapons of mass destruction. In addi-
fion, the tfransfer of knowledge related
to dual-use products etc. (technical as-

sistance) may - in cerfain cases - also
be covered by the export control regu-
lations.

Moreaover, when purchasing or selling
products for your research, you must
be aware of the import and export ban
to and from certain counftries. For ex-
ample, countries such as Russia, Iran
and North Korea are subject fo a num-
ber of international sanctions.
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FOR MORE INFORMATION

* PET: Assessment of the espionage
threat to Denmark, the Faroe Islands
and Greenland

* PET: Goods and technology from
Denmark may end up with the
Russian military

» The Danish Business Autharity
website on export control

» EU sanctions map
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https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/vejledninger/uk-advice-documents/pet_fakta_spionage_en.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/vejledninger/uk-advice-documents/pet_fakta_spionage_en.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/vejledninger/uk-advice-documents/pet_fakta_spionage_en.pdf
https://eksportkontrol.erhvervsstyrelsen.dk/export-controls
https://eksportkontrol.erhvervsstyrelsen.dk/export-controls
https://www.sanctionsmap.eu/#/main




