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INTRODUCTION

The UK has a strong record in research and development
and a vibrant startup ecosystem. This can make innovative
UK companies attractive targets for:

e State actors looking to steal your technology

¢ Competitors seeking commercial advantage

e Criminals looking to profit from companies with
weak security

Emerging technology companies of all sizes, particularly those
with weak security, are being targeted by certain states. Those
states may steal your technology to:

e Fast-track their technological capability, undermining your
competitive edge

e Target, harm, and repress their own people to prevent
dissent or political opposition, damaging your reputation

This booklet provides

e Increase their military advantage over other countries,

risking our national security scenarios to help illustrate
the security threats and
There are many ways a state-backed or hostile actor could how to protect your
try to get hold of your assets. business from them.

This guide has been prepared by NPSA and the NCSC and is intended to act as guidance for conducting background
checks on prospective and existing partners. This document is provided on an information basis only, and whilst NPSA/
NCSC have used all reasonable care in producing it, NPSA/NCSC provides no warranty as to its accuracy or completeness.

To the fullest extent permitted by law, NPSA/NCSC accepts no liability whatsoever for any expense, liability, loss, damage,
claim or proceedings incurred or arising as a result of any error or omission in the document or arising from any person
acting, refraining from acting, relying upon or otherwise using this document. You should make your own judgment
with regard to the use of this document and seek independent professional advice on your particular circumstances.
















































