
Screening
– of staff and partnerships working with Danish knowledge and innovation 

In order to protect Danish 
knowledge and innovation from 
interference by non-like-minded 
states, it is essential that effi-
cient screening processes are in 
place for hiring new staff mem-
bers or entering into new part-
nerships. PET has therefore  
developed a screening tool to 
support you in this work. The 
tool is particularly relevant for 
research areas that involve criti-
cal technologies and knowledge.

The screening covers four risk 
categories: technology risks, 
access risks, affiliation risks and 
personal/contractual risks. For 
each category, PET has formu-
lated a set of questions to guide 
the screening process and pro-
vided links to additional resour
ces. Although they use the word 
“candidate”, most of the ques-
tions and links can also be used 
for screening of partnerships 
and projects in general.

PET recommends that the 
screening be conducted in col-
laboration between scientific 
and administrative staff. 
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TECHNOLOGY RISKS

Here you will find questions that can be used to determine the critical-
ity of the specific technology a candidate will be working with.

We recommend that you use the linked resources when assessing the criticality of a technology.

1	� Is the technology subject to export control  
or EU/UN sanctions?

	 CRITICAL PRODUCTS   (in Danish) 

	 LIST OF COMMON HIGH PRIORITY ITEMS (EU)

	 EU SANCTIONS MAP

2	� Will the candidate be involved in the devel-
opment of or research into or in other ways 
be working with technologies included in the 
EU or NATO lists of emerging disruptive tech-
nologies (EDTs)?

	 EDA LIST OF EDTS

	 NATO LIST OF EDTS

3	� Will the candidate be involved in the devel-
opment of or research into or in other ways 
be working with technologies that could be 
used for military purposes, in connection 
with weapons of mass destruction or for seri-
ous human rights violations?

	 CATCH-ALL-LISTE   (in Danish)

 
Other relevant links concerning technology risks

	 US EXPORT CONTROL   (in Danish)

	 EU CONTROL LIST OF DUAL-USE ITEMS 

  �EUROPEAN COMMISSION RECOMMENDATION  
ON CRITICAL TECHNOLOGY AREAS

01

https://eksportkontrol.erhvervsstyrelsen.dk/kritiske-produkter-kontrollisten
https://finance.ec.europa.eu/publications/list-common-high-priority-items_en
https://www.sanctionsmap.eu/#/main
https://eda.europa.eu/webzine/issue22/cover-story/driven-by-global-threats-shaped-by-civil-high-tech
https://www.nato.int/cps/en/natohq/topics_184303.htm?selectedLocale=en
https://eksportkontrol.erhvervsstyrelsen.dk/catch-all-tjekliste-og-bestemmelser
https://eksportkontrol.erhvervsstyrelsen.dk/amerikansk-eksportkontrol
https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en
https://defence-industry-space.ec.europa.eu/commission-recommendation-03-october-2023-critical-technology-areas-eus-economic-security-further_en
https://defence-industry-space.ec.europa.eu/commission-recommendation-03-october-2023-critical-technology-areas-eus-economic-security-further_en
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Here you will find questions that can be used to determine the level of 
access to knowledge, data or facilities granted to the candidate 
through their employment.

1	 �Will the candidate have access to IT  
facilities and/or data related to technologies 
described under ”Technology risks”?

 2	� Will the candidate have access to laboratory 
facilities or information or in other ways gain 
access to technologies described under  
”Technology risks”?

3	� Will the candidate have physical access to or 
be able to access data concerning critical Da-
nish infrastructure or the infrastructure of 
Denmark’s allies?

 4	� Will the candidate have access to large or 
complex datasets that may provide insight 
into sensitive data, for example about the 
Danish population?   
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Screening
– of staff and partnerships working with Danish knowledge and innovation 

Here you will find questions that can be used to check the current and previous employments of the candidate, 
for example collaboration or affiliation with the military of non-like-minded states and undesirable civil actors.

We recommend that you use the linked resources when assessing the risk related to the affiliation of the candidate.

03AFFILIATION RISKS

1	� Is the candidate currently employed at

– �a research institution known for espionage or 
scientific misconduct?

– �a military research institution or a research in-
stitution funded by the military?

	 ASPI

	 NAMED RESEARCH ORGANIZATIONS

2	� Has the candidate previously been  
employed at

– �a research institution known for espionage or 
scientific misconduct?

– �a military research institution or a research in-
stitution funded by the military?

	 ASPI

	 NAMED RESEARCH ORGANIZATIONS 

3	� Has the candidate previously  

received funding from, worked for or in other 
ways collaborated with civil actors (e.g. held po-
sitions in private companies) with ties to the mili-
tary of high-risk countries mentioned in PET’s 
assessment of the espionage threat or to inter-
national companies on the sanctions lists?

	 �ASSESSMENT OF THE ESPIONAGE THREAT 
TO DENMARK, THE FAROE ISLANDS AND 
GREENLAND

	 EU SANCTIONS MAP

	 OFAC SANCTIONS LIST

4	 Are there any other undesirable contacts?
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https://unitracker.aspi.org.au/
https://science.gc.ca/site/science/sites/default/files/documents/2024-01/1082-named-research-organizations-list-09Jan2024.pdf
https://unitracker.aspi.org.au/
https://science.gc.ca/site/science/sites/default/files/documents/2024-01/1082-named-research-organizations-list-09Jan2024.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://www.sanctionsmap.eu/#/main
https://sanctionssearch.ofac.treas.gov/
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Here you will find questions that can be used to uncover any aspects of the 
candidate’s previous publications and funding that may entail a risk.

We recommend that you use the linked resources when assessing the risk related to contractual matters.

1	� Does the candidate’s publication record mir-
ror the information provided in their personal 
background and history?

 2	� Will the candidate be employed in an unpaid 
position?

3	� Has the candidate published in cooperation 
with or under the supervision of individuals 
at universities with military ties or institu-
tions funded by the military of high-risk-
countries mentioned in PET’s assessment of 
the espionage threat?   

	 ASPI

	 ��ASSESSMENT OF THE ESPIONAGE THREAT 
TO DENMARK, THE FAROE ISLANDS AND 
GREENLAND

	 NAMED RESEARCH ORGANIZATIONS 
 

 4	� Will the candidate receive funding from  
universities with military ties mentioned in 
PET’s assessment of the espionage threat?

	 ��ASSESSMENT OF THE ESPIONAGE THREAT 
TO DENMARK, THE FAROE ISLANDS AND 
GREENLAND

5	� Will the candidate receive funding directly 
from the military of high-risk countries men-
tioned in PET’s assessment of the espionage 
threat or an international company included 
in the sanctions lists?  

	 ��ASSESSMENT OF THE ESPIONAGE THREAT 
TO DENMARK, THE FAROE ISLANDS AND 
GREENLAND

	 EU SANCTIONS MAP

	 OFAC SANCTIONS LIST
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https://unitracker.aspi.org.au/
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://science.gc.ca/site/science/sites/default/files/documents/2024-01/1082-named-research-organizations-list-09Jan2024.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_dk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://pet.dk/en/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark-2023_uk_web.pdf
https://www.sanctionsmap.eu/#/main
https://sanctionssearch.ofac.treas.gov/

